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(54) COMMUNICATION EQUIPMENT WITH IC CARD R/W 

(57)Abstract: 

PROBLEM TO BE SOLVED: To enable information processing 
terminals 32 such as personal computers in a house to read and write 
an IC card and have an Internet communication by using one device in 
common. 

SOLUTION: Communication equipment 31 is connected between 
terminals 32 and a communication line 33 and when an outgoing 
address from the communication line 35 of one terminal 32 to an 
authentication provider 51 or a server 52A under its control is 
detected, the adequacy of the user of the terminal 32 is checked by 
the provider 51 by using authentication information of the IC card 22 
loaded in an IC card R/W part 41. When the IC card is accessed from 
the R/W line of the terminal 32, processing is carried out by 
associating application data on the IC card 22 loaded in the IC card 
R/W part 41 and a corresponding program on the terminal 32. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1This document has been translated by computer. So the translation may not reflect the original precisely. 
2.##** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] A communication wire connectable with the Internet, and the IC card R/W section which is prepared among 
two or more information processing terminals, and can carry out the R/W to an IC card, The R/W to the IC card with 
which the above-mentioned IC card R/W section was alternatively equipped from the communications processing 
section and all of the above-mentioned information processing terminal is enabled. Communication equipment with IC 
card R/W possessing the control section to which any of the above-mentioned information processing terminal enable 
the communication link with the Internet through the above-mentioned communication wire alternatively by the 
above-mentioned communications processing section. 

[Claim 2] Communication equipment with IC card R/W according to claim 1 characterized by connecting with the 
service provider equipment which performs authentication of the above-mentioned communications processing 
section and the Internet, and having the authentication section which makes the service provider equipment which 
performs the above-mentioned authentication attest the user of the above-mentioned IC card using the information 
for authentication in the IC card with which the above-mentioned IC card R/W section was equipped. 
[Claim 3] The above-mentioned control section is communication equipment with IC card R/W according to claim 1 or 
2 characterized by making it possible to make the application in the IC card with which the above-mentioned 
information processing terminal is in the condition whose R/W to the IC card with which the above-mentioned IC card 
R/W section was equipped was enabled, and the above-mentioned information processing terminal and the above- 
mentioned IC card R/W section were equipped with it cooperate. 

[Claim 4] Communication equipment with IG card R/W according to claim 2 or 3 characterized by having a means to 
make authentication by the above-mentioned authentication section perform automatically if the origination address 
to the service provider equipment which performs the above-mentioned authentication is detected. 
[Claim 5] Communication equipment with IC card R/W given in claim 1 thru/or any of 4 they are. [ which is 
characterized by having the means which enables the R/W to the IC card with which the IC card R/W section was 
equipped by the access request origin when it judges whether the IC card R/W section is used and is not used, if the 
access request to the above-mentioned IC card R/W section occurs ] 

[Claim 6] Communication equipment with IC card R/W of a publication [ be / they / claim 2 thru/or any of 5 ]. [ carry 
out having a means to perform authentication processing based on the authentication demand when it judges whether 
the authentication section is performing authentication processing and authentication processing is omitted, if the 
authentication demand to the above-mentioned authentication section occurs as the description ] 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the communication equipment for performing use of the IC card of 
information processing terminals, such as a computer-applications set (STB:Set Top Box) attached in a domestic 
personal computer, a computer-game machine, TV, etc., and the communication link with the Internet 
[0002] 

[Description of the Prior Art] In the former, as shown in drawing 4 , various kinds of two or more information 
processing terminals which contained computers of personal computer extent, such as a personal computer 11, the 
computer-game machine 12, and the computer-applications set (STB) 13 for TV, in domestic are established in many 
cases. If these information processing terminals tend to receive various kinds of services through the Internet, a 
terminal adopter 14 will be connected to an information processing terminal, for example, it will connect with the ISDN 
network 15 through this, and the Internet 16 will be further accessed from this. Or as a drawing destructive line 
shows, a modem 17 will be connected to an information processing terminal, and it will connect with a telephone 
network 18 through this modem 17, and the Internet 16 will be further accessed from this. 

[0003] In case offer of service is received from the service server 19 of the Internet 16, when only those who 
contracted especially can receive the service, the user who is going to receive the service needs to receive 
authentication first As one technique of performing this authentication strictly, there is a method of using the 
information for authentication about that user in an IC card. For using this approach, the IC card R/W machine 21 will 
be connected to that information terminal that it is going to use, that IC card R/W machine 21 will be equipped with IC 
card 22, for example, authentication will be received from the service server 19. 

[0004] Moreover, recently, memorizing a part of application program (it only being described as application 
representing these both) for processing the so-called application datas (it being described as AP data) and AP data of 
cybermoney and the man's body, such as diagnostic information, to IC card 22 is proposed. It can consider making the 
application in IC card 22 cooperate with the program within information processing terminals, such as a personal 
computer 11, and making various kinds of processings perform. It is necessary to connect the IC card R/W machine 
21 to the information processing terminal also in that case 
[0005] 

[Probiem(s) to be Solved by the Invention] It is very convenient, if it set, two or more information processing terminals 
are established domestic, an office, in addition often, and processing which cooperated with the application in said IC 
card also in any of these information processing terminals can be performed and you enable it to receive service 
through the Internet as stated previously. However, it is not desirable to connect the IC card R/W machine 21 to the 
information processing terminal of these plurality, respectively, and it not to be economical to connect the terminal 
adopter 14 and modem 17 for a communication link one by one, it to be troublesome moreover, and to take a location 
etc. 
[0006] 

[Means for Solving the Problem] This invention offers the communication equipment with IC card R/W which solved 
this problem. The IC card R/W section which this communication equipment with IC card R/W can intervene between 
two or more information processing terminals and a communication wire connectable with the Internet, and can write 

to an IC card, It has the communications processing section and a control- section, and a control section: enables the 
R/W to the IC card with which, the IC card R/W section was alternatively equipped- from: all- of an information 
processing terminal. By moreover, the communications processing section Any of an: information processing terminal 
enable the communication fink with the internet through a communication wire alternatively, 

L0007J. Furthermore, the authentication section can be prepared, this communication equipment can be connected with 
the service provider equipment which attests, and it can make it possible to make the service provider equipment 
which attests attest the user of that IC card using the information for authentication memorized by the IC card with 
which the IC card R/W section was equipped. Moreover, it makes it possible to also make it cooperate with the 
application memorized by the IC card with which the program and the IC card R/W section within an information 
processing terminal were equipped. 

[000:gj 

[Embodiment of the Invention]. The example of this invention is shown in drawjng 1 , and the same reference number is 
attached to drawing 4 and a corresponding part.. The communication equipment 31 with IC card R/W by this invention 
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is connected between the information processing terminals 32, such as a personal computer 1 1, a game machine 12, 
and STB 13, and the communication wires 33, such as a subscriber line connected with the ISDN network 15 or the 
telephone network 18. This communication wire 33 is just connected with the Internet 16. 

[0009] The communication equipment 31 with IC card R/W consists of the IC card R/W section 41, encryption / 
decryption section 42, the authentication section 43, the communications processing section 44, and a control section 
45 in this example, i he IC card R/W section 41 enables it to read the information for authentication memorized by IC 
card 22 with which can demount IC card 22, can equip free, can read the information memorized by IC card 22 with 
which it was equipped by directions of the information processing terminal 32, can write in information, or can carry 
out, and the IC card R/W section 41 is equipped from the authentication section 43. 

[0010] Encryption / decryption section 42 decodes the encryption information which enciphers the information 
transmitted through a communication wire 33, and is received. By the communications processing section 44, the 
authentication section 43 connects a communication wire 33 31, i.e., this communication equipment with IC card R/W, 
with the authentication provider 51 on the Internet 16. The information for authentication memorized by IC card 22 
with which the IG card R/W section 41 was equipped is used. The authentication provider 51 is made to attest this 
human nature of the user of the IC card 22, and the technique of authentication for it enciphers the information 
transmitted for the authentication processing in encryption / decryption section 42, in order to be able to use various 
kinds of things and to obtain safety. 

[0011] The communications processing section 44 is for performing transmission and reception to the Internet 16 
through a communication wire 33, and a part of communication procedure required for the communication link with the 
Internet 1 6 is contained if needed with the terminal adopter 14 in drawing 4 , or the function of a modem 1 7. 
Corresponding to the demand from each information processing terminal 32, a control section 45 supervises 
information, and enable the communication link with the Internet 16, or makes the authentication processing by the 
authentication section 43 perform through the communications processing section 44, or also performs control of 
each part. [ enabling access to the IC card R/W section 41 alternatively from the information processing terminal 32 ] 
The communication link port which the communication link information on the Internet 16 ON-comes [ the R/W port 
with IC card 22 out of which the information on cooperation processing ON-comes, and which it carries out ] out of 
each information processing terminal 32 by the R/W line 34, and is carried out is connected with the control section 
45 by the communication wire 35, respectively. 

[0012] In the control section 45, as shown in drawing 2 , it is waiting for the occurrence of the requirements for 
authentication (S1). When service cannot be received unless it has carried out the contract of receiving the service in 
case a user receives service from the various service servers 52A and 52B on the Internet 1 6, he precedes receiving 
offer of the service and makes the service server attest that he is a just contractor. For this reason, a user equips 
the IC card R/W section 41 with self IC card 22, and from either of the information processing terminals 32, if it is 
service server 52A which has that service server to the authentication provider's 51 subordinate, in service server 
52B which the authentication provider's 51 subordinate does not have in that address, the authentication provider's 51 
address will be inputted and sent From the origination address, a control section 45 judges that authentication is 
required, that is, the requirements for authentication generate it Or when goods are purchased from service server 
52B which the authentication providers 51 subordinate does not have, and perusal of goods, selection, etc. are made 
and it is decided that it will be purchase although authentication by the authentication provider 51 could be 
beforehand received like the point, it may send to the authentication provider 51 and a control section 45 may judge 
that authentication is required from the origination address. 

[0013] In addition, as long as the information processing terminal 32 sends, it does not ask where the dispatch place 
is, but you may make it generate the requirements for authentication. If the requirements for authentication occur, it 
investigates whether the current IC card R/W section 41 is usable (S2), and it will investigate whether it is the middle 
of the authentication section 43 performing other authentication processings if usable (S3) and authentication 
processing is omitted If the communications processing section 44 is made to perform connection processing with the 
authentication provider 51 and (S4) and its connection are made, authentication processing will be performed among 
the authentication providers 51 (S5). If a user is accepted to be a just contractor (this human nature) according to 
this authentication, that is displayed on that information processing terminal 32, and it connects with that demanded 
service server 52A, and offer of service can be received from that server 52A. The user who had the service request 
to the authentication provider 51 asks whether to be a just contractor (this human nature), and if service server 528 
which the authentication provider's 51 subordinate- does not have is just, it will allow offer of service. 
L0014J At step S2. If the IC card R/W section 41 is not usable, it will investigate whether it is under [ use } ****** 
(S6). and it judges that ft will not have eqmpp&d with- IC card 22 if it m not i be / it ] under use, and- dtrectkms which 
equip with an 10 card are displayed on the display screen of the information processing, terminal 32, or/and voice 
(announcement) performs, and it returns to step S2 (ST). What is necessary is just to carry out performing the 
directions for which time amount may become comparatively long during the use, and perform the directions which 
interrupt connection with the service server temporarily, otherwise, it waits for a while etc., if perform the processing 
corresponding to the service condition when the IC card R/W section 41 was using it at step SB (S8), that is, it is it 
under use because of cooperation with the application in IC card 22, 

[0015] When rt is [ authentication ] under processing at step S3, it waits to complete the authentication processing 
and moves from it to step S4 (SB). Thus, it prevents that start, new authentication processing and it becomes 
impossible to perform right authentication processing during other authentication processings. In addition:, using the 
information for authentication on IC card 22 with which the IC card R/W section 41 was equipped, when transmitting 
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the information troubled if further stolen by others, such as the user's, for example, a credit card, number, to the 
authentication provider 51 or the service servers 52A and 52B after this human nature of the user who tried to use 
the information processing terminal 32 is attested (he is for example, a right contractor), it surely enciphers and sends. 
Moreover, if said authentication is passed, it will become possible to receive offer of service from the service server 
52A or 52B. In addition, the function for detection of the occurrence of the requirements for authentication is 
prepared in a control section 45 or the communications processing section 44. 

[0016] On the other hand, a user uses one of the information processing terminals 32. The program within the terminal 
32, When cooperation processing is carried out with one of the applications memorized by their own IC card 22, For 
example, if it is operated so that the processing for it may be started from the information processing terminal 32 
when performing processing which checks the balance of the cybermoney in IC card 22 the time of initiation of the 
processing or processing — on the way — when it comes out and the need arises, the access request to the 10 
card R/W section 41 arises on the R/W line 34 of the information processing terminal 32. If it is waiting for access to 
the application in an IC card to occur they to be [ any of the R/each W line 34 ] (S1) and this access occurs as a 
control section 45 shows to drawing 3 If the IC card R/W section 41 investigates whether it is use (S2) and is not 
using [ be / it ] it As opposed to the application in IC card 22 with which it was equipped for minding the IC card R/W 
section 41 Cooperation executive operation of the program to which it enables it to access only in the information 
processing terminal 32 which advanced the access request, and corresponds within the application in IC card 22 and 
the information processing terminal 32 can be carried out now (S3). 

[0017] Processing according to various conditions, such as indicating by notice that the IC card R/W section 41 can 
be closed, and cannot use it to the information processing terminal 32, if the IC card R/W section 41 is using it at step 
S2, or waiting for the IC card R/W section 41 to be vacant like [ in the case of being used for read-out of the 
information for authentication ], when the utilization time of the IC card R/W section 41 is short, is performed (S4). in 
addition, although the IC card R/W section 41 is not using [ be / it ] it at step S2, when IC card 22 cannot be 
accessed, the display or announcement which stimulates equipping with IC card 22 is performed to the information 
processing terminal 32, and the IC card 22 with which it is equipped belongs to the user — that authentication may be 
made to be performed by being usually alike. Plural is sufficient as the application memorized in IC card 22. 
[0018] Also in the processing [ which ] shown in drawing 2 and dra win g 3 , a control section 45 will return to step S1, 
respectively, if the processing is completed. The communication link demand from the information processing terminal 
32 arises in a communication wire 35, and if the communication wire 33 is an opening when it is judged that it is not 
that to which it makes authentication requirements, the communication wire 35 will be further connected with the 
place of the request on the Internet 16 through a communication network 15 (or 18) through the communications 
processing section 44, and it carries out as [ be / there and a communication link / possible ]. Also in processing 
[ which ] in which a communication wire 33 is used, if the processing is completed, the communications processing 
section 44 will perform processing which cuts connection with the part where it connected with the information 
processing terminal 32 on the Internet 16. Furthermore, although the user was made to attest to the authentication 
provider 51 in **** using the information for authentication on IC card 22, service server 52B may be made to attest 
a user using the information for authentication on IC card 22, for example. In short, the Internet 16 is accessed, it 
connects with the service provider equipment and the communication equipment 31 with IC card R/W which need to 
attest a user not only by the authentication provider who is considering attesting as service but by the server which 
offers other services, and a user can be attested using the information for authentication in IC card 22. Therefore, 
authentication processing may be performed by the demand from the service provider equipment carry out not only 
when the address to the service provider equipment which performs in the authentication recognizes as the 
connection with the service provider equipment (the equipment which performs user authentication for offer of the 
equipment which considers performing user authentication as service, and the other service) and the communication 
equipment 31 with IC card R/W which perform the authentication mentioned above, and recognition processing is 
made being performed, but authentication. 

[0019] In addition, when processing by making the information processing terminal 32 and the application in an IC card 
cooperate, the information for authentication in the IC card 22 is used first, this human nature of a user is recognized, 
and when it passes, cooperation with the application and the information processing terminal 32 in the IC card can 
also be enabled. 

[0020} 

[Effect of the Invention] Without connecting communication equipment and: an IC card R/W machine to two or more 
information processing terminals, respectively according to this invention, as stated above, using this in common only 
at using one communication equipment 31 with IC card : R/W of this invention, cooperation with the application in an IC 
card can be performed, or each- Information: processing terminal can perform the communication fink with- the Internet. 
Therefore, it is more economical than the case where the communications apparatus for connection and an IC card 
R/W machine with the Internet are connected to each information processing terminal 32, respectively, and occupancy 
space is also small, it ends and the time and effort for connection also becomes remarkably easy again. 
[002 1] Furthermore, when only one information processing terminal of the user who is going to use the information 
processing terminal prevents from connecting with a communication wire 33 and it attests a user using the information 
for authentication in an IC card, this human nature of the user who is going to use an information processing terminal 
can be attested strictly, and a channel with high safety can also be offered by using cryptocommunication if needed 
;u'-ner. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] Drawing showing the functional configuration of the example of this invention. 

I_QraMD_g_2l The flow chart showing the example of the procedure to the occurrence of the requirements for 

authentication. 

[Dj^wjng_3] The flow chart showing the example of the procedure to R/W demand generating to an IC card. 
[Drawing 4] Drawing showing conventional equipment. 



[Translation done.] 



http://www4JpdLncipLgojp/cgi-bin/tran^web.cgLejje 



2006/09/06 



1/2 <<— v 



* NOTICES * 



JPO and NCiPi are not responsible for any 
damages caused by the use of this translation. 

J -This document has been translated by computer. So the translation may not reflect the original precisely, 
2.*##* shows the word which can not be translated. 
3. In the drawings, any words are not translated. 
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